IS3313: Systems Software


The Drama of the Interrupted CPU: A One-Act Play

The main players: the CPU; RAM; the BIOS; the operating system (OS); the trap or interrupt handler; the mouse; the I/O chipset; the interrupt controller; plus, a cast of thousands.

Act 1 

Enter the CPU, which is executing the Excel application under Windows NT. Excel is running a complicated algorithm that will take some time. Because Windows NT is a multitasking OS, the user can work on another task like searching the Internet for the latest trends in designer knee-length platform boots.

CPU: I am the all-mighty CPU: to do my work I have at my disposal the ALU, the control unit, the program or instruction counter, the instruction register, and several registers which help me keep track of what processes are doing during execution. Right now, I’m executing the Excel application under Windows NT. The program counter contains the address in RAM of the next instruction to be fetched and executed. The instruction register contains the instruction currently under execution. I will always execute the current instruction fully even if I am interrupted. On that score, the major sources of interruption are hardware-based. What I mean by that is, if one of those slow I/O devices need help in handling data, and they do, ‘cause everything has to come through me, they can interrupt me, and I must service their request, no matter what. A more regular source of interrupt is the timer that helps me switch between applications as I provide multitasking (i.e., shared access) to all processes—operating system processes and application processes. More about that later. Meanwhile, I’d best fetch and execute the next Excel instruction.   

Meanwhile, the user has decided to run Internet Explorer and has moved the mouse. Enter the mouse.

The Mouse: Like the keyboard, I am the major method of I/O for users and the primary I/O mechanism for Windows GUI. Wait! The user wants me to do something; he’s placed me the Internet Explorer icon and he’s double-clicking on the left-hand mouse button. This action resulted in the transmission of electrical signals (serial I/O) to the motherboard so that the electronics and the system BIOS can decode what’s happening.

Enter the I/O chipset and the interrupt controller.  

The I/O chipset and the interrupt controller: As the major components in the I/O interface, we are responsible for taking the electronic signals from the keyboard and mouse making sure that they reach RAM or the CPU. As the motherboard’s I/O chipset, I will inform the interrupt controller if either Mr. Mouse or Mr. Keyboard sends me data. Each device has a unique interrupt line, when I receive data from a device, I set the devices’ interrupt line to 1. In addition, other I/O devices, such as modems, NICs, and the like, have their own I/O chipsets and interrupt lines to the interrupt controller. The command/data from the mouse is placed in the I/O buffer awaiting transfer to RAM and the interrupt controller will help get it there. Over to you buddy. Yes. Well as interrupt controller, I am responsible for channelling the hardware interrupts to the CPU. Right now, the I/O chipset has informed me that the mouse has sent him data, so I must interrupt the CPU so that it can run the process (the trap handler) which will identify which BIOS routine or I/O driver that will transfer the data to RAM so that the OS’s command processor can identify what action the user wants performed.

The CPU: Well, the interrupt line has just been activated, so I’ll finish this instruction and put my contents on the stack. I use my stack pointer to identify the first free byte of memory on the stack and then transfer my contents via the data bus to RAM. As you can imagine, it will take several clock ticks for me to do an orderly transfer to RAM where the register contents etc. are stacked in such a way that I’ll be able to retrieve the contents later in order to remember where I was in executing the Excel program. For example, when I resume execution of the application, the program counter will be loaded with the address of the next instruction to be executed prior to the interruption. This is called a context switch. Anyway, when I’ve transferred Excel’s context to the stack, I will load the trap handler. The trap handler is a process held in a fixed address in RAM. When an interrupt occurs, the address of the trap vector (a memory address in low RAM pre-assigned and dedicated for that purpose) will be automatically loaded into the program counter. The contents of this address will contain a pointer, in the form of an address in RAM, to the first address of the trap handling program, this is then loaded into the program counter and the first instruction is fetched and executed.

The trap handler: I’m always in RAM, and I’m loaded there at boot time along with the OS kernel. It’s my job to determine which device caused the interrupt. To do this I communicate with the interrupt controller and find out what number interrupt has been set. Each device has its own unique number. Whereas devices like the mouse and keyboard have a specific interrupt numbers or IRQs (0-15), when new I/O devices are installed they are assigned an IRQ. The operating system associates specific BIOS routines or software device drivers (DLLs) with each number so that I can call on these routines to do the I/O. Right now I’ve identified that the BIOS routine that handles all mouse operations needs to be loaded into the CPU, so I’ll be off. But first I must load the address of the first instruction in that routine into the program counter so that the CPU can fetch it and execute it. No need for a context switch here, as I’m finished my work for now.

Enter the BIOS.

The BIOS: I am the Basic Input Output System or BIOS. I am a firmware-based program that processes all I/O requests of a routine nature. Without me the OS, Windows or UNIX, would be just a useless piece of code on the hard disk. I control how the computer boots by performing the POST— power on self-test— and checking all components in concert with the CMOS.  Right now, one of my subroutines, the one that handles all mouse operations, is being executed by the CPU. It is transferring data from the mouse via the I/O chipset into the I/O memory range assigned for mouse I/O. When that’s finished, I’ll indicate that the command processor needs to be invoked by using the IRET instruction with the required operand. I’ll also let the command processor know where the data to be processed is located.

Enter the OS.

Operating system: It would take too long to tell you all about myself, so I’ll focus on current events. There is a GUI-based command in RAM to be interpreted. The BIOS has kindly invoked my command processor module and told it where the data to be interpreted is stored. Right now, it’s doing just that, accordingly it will load and run Internet Explorer. This program is an executable file (i.e., it is a binary image) on the hard disk and it has to be located, transferred to RAM, and it’s first instruction placed in the program counter of the CPU. This is a complex endeavour and involves the file manager (NTFS), the memory manager, and the process manager, among others. However, these are object modules in my main program NTOSKRNL.EXE, which is always in RAM, and as such no context switch is required between them. Anyway, to cut to the chase. When, Internet Explorer is paged into RAM, the command processor will load the address of the first instruction to be executed into the program counter so the CPU can fetch and execute it. 

Back to the CPU.

The CPU: If you think that the complexity ends here, forget it. Remember, I multitask. That means after a preset period of time, measured in clock ticks, I will experience a timer interrupt. What that happens, I trap to a predetermined memory address which holds the first instruction of the scheduler. The scheduler is a kernel routine responsible for determining which process can have access to Moi, le CPU. But before I do this, I must finish executing the current Internet Explorer instruction and then place the process’s context on the stack. Then, I must either load in a new process or take the context of a ‘ready’ process off the stack. In any event, the scheduler has that call. In this case, however, there are only two applications running, so the scheduler will load the context of the Excel application so that I can continue executing it.

The End.

